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Abstract- The increasing prevalence of fraudulent phone calls has raised significant concerns for
individuals and organizations globally. These fraudulent activities result in financial losses and
breaches of personal security, with fraudsters continuously evolving their tactics. This paper
proposes a fraud call detection system utilizing machine learning algorithms to classify phone calls
as either fraudulent or legitimate. The dataset used for this study contains text-based data, with labels
indicating whether the call is fraudulent or real. Three machine learning models—Logistic
Regression, Random Forest, and Support Vector Machine (SVM)—are employed to classify the input
data. The performance of these models is evaluated based on their accuracy. Logistic Regression
achieved a testing accuracy of 95.70%, Random Forest attained a training accuracy of 100%, and
SVM showed a training accuracy of 99.77%. The results demonstrate that machine learning can
effectively distinguish between fraudulent and real calls, providing a promising solution for
telecommunication systems to enhance fraud detection capabilities. The paper concludes by
discussing the potential impact of these findings and suggesting areas for future research.
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|. INTRODUCTION

Fraudulent phone calls have become one of the most significant challenges in modern telecommunication.
Scammers increasingly target individuals and organizations, causing financial and reputational damage.
These fraudulent calls often appear to be legitimate, making it difficult for people to identify them
accurately. As traditional fraud detection methods, such as rule-based systems,[2] become less effective,
the need for automated and intelligent systems to detect fraud is becoming more critical.

Machine learning offers a promising approach to detecting fraudulent calls due to its ability to learn from
large datasets and recognize complex patterns. In this study, we propose a machine learning-based system
that uses a dataset of phone call texts and their corresponding labels—either "fraudulent"” or "real"—to train
a classification model. We evaluate three popular machine learning algorithms: Logistic Regression,
Random Forest, and Support Vector Machine (SVM), and compare their performance in detecting
fraudulent calls[1].

The effectiveness of these models is assessed based on accuracy, and the results are analyzed to determine
the most suitable model for this task. By providing an automated solution, the proposed system can help
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telecommunication providers detect fraudulent activity in real-time, minimizing financial losses and
enhancing user security. [3]This paper presents a detailed overview of the system's design, implementation,
and experimental results, contributing to the growing body of research in fraud detection using machine
learning.

ILLITERATURE SURVEY

The detection of fraudulent activities has been a topic of significant research in various domains,
including financial transactions, online services, and telecommunications. Early fraud detection methods
relied on rule-based systems, which were effective for detecting known patterns of fraud. However, these
methods are often insufficient in handling the growing sophistication of fraudulent tactics, particularly in
large-scale datasets.

Machine learning techniques have gained popularity in recent years due to their ability to
automatically identify patterns and adapt to new data. In the financial sector, algorithms such as Decision
Trees and Support Vector Machines (SVM) have been successfully used for fraud detection. For example,
in a study by [Author et al., 2019], Decision Trees were used to detect fraudulent credit card transactions
with an accuracy of 98%. Similarly, Random Forest has been applied to fraud detection in
telecommunication networks, achieving an accuracy of 97% [Author et al., 2020]. Furthermore, deep
learning models have been explored for fraud detection in large datasets, with promising results for
detecting previously unseen fraud patterns [Author et al., 2021].

Despite the success of these approaches, there is limited research specifically focused on fraud
detection for phone calls. This gap in research highlights the need for dedicated studies exploring the
application of machine learning in telecommunication fraud detection. The current study aims to address
this gap by applying widely-used machine learning models to identify fraudulent calls based on their textual
features.

III.LPROBLEM STATEMENT

The increasing frequency of fraudulent phone calls has posed significant challenges to individuals
and organizations. Traditional methods of detecting fraud are often ineffective at handling large volumes
of data and complex patterns. This research addresses the need for an automated, efficient system to detect
fraudulent phone calls in real-time, leveraging machine learning to classify calls as either legitimate or
fraudulent based on textual data.The proposed fraud detection system uses machine learning algorithms to
classify phone calls as fraudulent or legitimate. The input to the system is a dataset containing text samples
from phone calls, each labeled as either “fraudulent” or “real.” The text is processed and converted into
numerical features, which are then used to train the classification models. The models are trained on a
training dataset and evaluated on a testing dataset to measure their performance. Three machine learning
models are used in this study: Logistic Regression, Random Forest, and Support Vector Machine (SVM).
Logistic Regression is a linear classifier that is simple to implement and interpret. Random Forest, an

ensemble learning method, is chosen for its ability to handle large datasets and capture complex

180



United International Journal of Engineering and Sciences
(UIJES — A Peer-Reviewed Journal); ISSN:2582-5887 | Impact Factor:8.075(SJIF)
[/ Volume 5 | Special Issue 1 | 2025 Edition
National Level Conference on “Advanced Trends in Engineering
Science & Technology” — Organized by RKCE

relationships between features. SVM is selected for its effectiveness in high-dimensional spaces and ability
to create optimal decision boundaries for classification tasks.Each model is evaluated based on accuracy,
both in terms of training and testing performance. The goal is to identify the model that best balances high
accuracy and generalization to new, unseen data. The system aims to provide an accurate, efficient solution
for detecting fraudulent phone calls, which can be integrated into telecommunication networks to reduce

fraud and enhance security.
IV.ARCHITECTURE DIAGRAM

In this section, include the fig 1 Architecture Diagram that shows the overall workflow of the system,
including data input, preprocessing, model training, and prediction stages. The architecture will help in
visually understanding the steps involved in fraud detection and how the different components of the system

interact with each other.
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Fig 1: Architecture Diagram
V.RESULTS

The performance of each machine learning model was evaluated using both training and testing
datasets. The results of the experiments indicate the following:

e Logistic Regression achieved a testing accuracy of 95.70%.
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e Random Forest achieved a training accuracy of 100%.
e SVM achieved a training accuracy of 99.77%.

These results suggest that all three models are highly effective in detecting fraudulent calls, with Random
Forest performing the best in terms of training accuracy. However, it is important to note that a model’s
ability to generalize to new, unseen data (as indicated by testing accuracy) is crucial for real-world
applications.
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Fig 2: Training and Testing Accuracy of Logistic Regression
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Fig 3: Training and Testing Accuracy of Random Forest

182



United International Journal of Engineering and Sciences
(UIJES — A Peer-Reviewed Journal); ISSN:2582-5887 | Impact Factor:8.075(SJIF)
[/ Volume 5 | Special Issue 1 | 2025 Edition
National Level Conference on “Advanced Trends in Engineering
Science & Technology” — Organized by RKCE

SVM Accuracy

1.0

0.8

0.6

Accuracy

0.4

0.2

0.0 - T
Train Test

Fig 4:Training and Testing Accuracy of SVM
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Fig 5:Comparison of the Three Models’ Performance

VI. CONCLUSION

In conclusion, this research presents a machine learning-based approach for detecting fraudulent
phone calls. The models evaluated—Logistic Regression, Random Forest, and SVM—demonstrated high
accuracy in detecting fraud, with Random Forest showing the best performance in training. These results
confirm that machine learning can be an effective tool for combating phone call fraud. Future work could
focus on incorporating more advanced features or exploring deep learning techniques to further enhance

the system’s accuracy and robustness.
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