
 

Rover Publications 

United International Journal of Engineering and Sciences 
(UIJES) 
An International Peer-Reviewed (Refereed)Engineering and Science Journal 
Impact Factor:8.075(SJIF) Vol-5, Issue- 1,2025     ISSN:2582-5887     www.uijes.com 

_________________________________________________________________________
_________ 

  

UIJES JOURNAL 49 

 

A Study on Privacy-Preserving Machine Learning Using Differential Privacy: 

Challenges and Emerging Applications 

_________________________________________________________________________

_________ 

B. Rajitha Rani, MCA 

Article Received:15-01-2025 Article Modified:18-02-2025 

Article Accepted:25-02-2025 Article Published:26-02-2025 

DOI:10.37854/UIJMR.2025.1.01.66 

Abstract 

Machine learning systems increasingly rely on personal, medical, financial, behavioral, and 

organizational data. Although these data can improve predictive performance, trained models 

and released statistics may expose information about individuals through membership 

inference, attribute inference, model inversion, or memorization. Differential privacy (DP) 

offers a mathematical framework for bounding the influence of any one protected record or 

user on an algorithm's output. This paper studies the foundations, mechanisms, practical 

challenges, and emerging applications of privacy-preserving machine learning. It presents a 

layered framework covering data minimization, threat modeling, private optimization, privacy 

accounting, utility and fairness evaluation, and controlled model release. Differentially private 

stochastic gradient descent (DP-SGD), output perturbation, private aggregation, and 

differentially private federated learning are compared in terms of guarantees and operational 

trade-offs. The paper also proposes a reproducible evaluation methodology using privacy 

budgets, predictive utility, subgroup performance, computational overhead, and attack-based 

testing. A controlled simulation on synthetic data (20 random seeds) reports privacy-utility 

trade-offs, subgroup performance, membership-inference testing, and computational overhead 

for DP-SGD and output perturbation. The study argues that privacy guarantees must be 

accompanied by careful definition of the protected unit, correct accounting of composition, 

transparent reporting of the privacy budget, and application-specific validation. Emerging 

opportunities include healthcare collaboration, cross-silo learning, mobile analytics, 

responsible generative AI, and privacy-aware public statistics. Open challenges include utility 

loss, fairness impacts, hyperparameter selection, distributed trust assumptions, and 

communicating privacy guarantees to decision-makers. 

 

Keywords: Differential privacy, privacy-preserving machine learning, DP-SGD, federated 
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I. INTRODUCTION 

Machine learning is deployed in systems that process sensitive information, including clinical 

records, financial transactions, mobile-device activity, customer interactions, educational 

records, and industrial telemetry. Organizations can gain substantial value by learning patterns 

across these datasets, but collecting or centralizing raw data creates security, governance, and 

trust concerns. Even when raw records are not directly published, a trained model may leak 

information about its training data. An attacker with model access may infer whether a 

particular person participated in training, reconstruct sensitive attributes, or exploit memorized 

examples. The risk depends on the model, training procedure, data distribution, and attacker's 

access. 

Traditional security controls—encryption, access control, de-identification, and secure 

storage—remain necessary but do not by themselves bound what can be inferred from a 

released model or aggregate. Removing names is not always sufficient because combinations 

of attributes may re-identify individuals, and learned representations may retain rare or 

distinctive information. Differential privacy addresses a different layer of the problem: it 

constrains the change in output distribution caused by adding or removing one protected unit, 

thereby limiting the evidence that an output reveals about that unit. 

The foundations of differential privacy were formalized in work by Dwork and colleagues and 

later developed into a systematic algorithmic framework [1], [2]. In machine learning, DP can 

be integrated into empirical risk minimization, stochastic gradient descent, data release, and 

aggregation. Abadi et al. introduced a practical method for training deep neural networks with 

differential privacy using gradient clipping, noise addition, and a privacy accountant [3]. Other 

lines of work, including Private Aggregation of Teacher Ensembles (PATE), reduce disclosure 

through carefully designed aggregation of teacher models [4]. 

Despite these advances, deploying DP remains challenging. Stronger privacy generally requires 

more noise or fewer data-dependent interactions, which can reduce utility. Privacy accounting 

becomes more complex across multiple training epochs, model-selection experiments, and 

repeated releases. Federated learning can keep raw data at local sites, but it does not 

automatically prevent information leakage through model updates; differential privacy can 

complement it, although the protected unit and trust model must be explicit. This paper 

provides a structured review and framework for analyzing these trade-offs. 

A. Objectives 

The objectives are to:  

1. Explain the core DP concepts relevant to machine learning;  

2. Develop a framework for designing and evaluating DP-enabled ML systems;  

3. Compare major mechanisms and deployment patterns;  

4. Analyze technical, operational, fairness, and governance challenges; and  
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5. Identify emerging applications and research directions. 

The paper contributes a layered architecture, a comparison of DP mechanisms, an evaluation 

protocol, a results analysis from a controlled synthetic experiment, and a discussion of 

implementation practices. It emphasizes that privacy guarantees are meaningful only when the 

protected unit, adjacency relation, privacy parameters, and complete release history are stated. 

II. BACKGROUND 

A. Differential Privacy Definition 

Let D and D′ be neighboring datasets that differ in one protected unit under a specified 

adjacency definition, and let M be a randomized algorithm. M satisfies (ε, δ)-differential 

privacy if, for every measurable output set S, 

Pr[M(D) ∈ S] ≤ exp(ε) · Pr[M(D′) ∈ S] + δ. 

The parameter ε controls the multiplicative privacy loss, while δ permits a small additive 

probability of exceptional behavior. Smaller ε and δ generally imply stronger formal protection, 

but ε values should not be interpreted in isolation: the protected unit, number of releases, 

sampling assumptions, and threat model matter. A statement such as “ε = 1” is incomplete 

unless the paper also describes what one unit represents and how the privacy budget was 

calculated. 

The adjacency definition is particularly important. Record-level DP protects the contribution 

of one row or example. User-level DP protects all records belonging to a person and can be 

substantially harder to achieve when a user contributes many examples. In federated learning, 

client-level DP may protect the participation or contribution of an entire organization or device. 

These guarantees are not interchangeable. 

B. Sensitivity and Noise Mechanisms 

For a query f, its global sensitivity measures the maximum change in f when one protected unit 

is added or removed. The Laplace mechanism releases f(D) plus Laplace noise scaled to 

sensitivity and ε. The Gaussian mechanism adds Gaussian noise and is commonly used for 

approximate DP under appropriate calibration to sensitivity, ε, and δ. Noise is not chosen 

arbitrarily: its scale must follow the assumptions of the mechanism and the desired guarantee. 

For complex learning procedures, the sensitivity of an unrestricted gradient can be unbounded 

or too large to be useful. DP-SGD therefore clips each per-example gradient to a maximum 

norm C, aggregates the clipped gradients, adds calibrated Gaussian noise, and applies the 

optimizer update. Clipping bounds individual influence, noise obscures the residual 

contribution. The privacy accountant tracks the cumulative privacy loss across iterations, 

taking sampling and composition into account [3]. 
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C. Composition and Privacy Accounting 

A sequence of DP operations consumes privacy budget. Releasing multiple models, reporting 

repeated statistics, or running many data-dependent hyperparameter searches can increase 

cumulative privacy loss. Basic composition adds privacy parameters conservatively, while 

advanced accounting techniques such as Rényi differential privacy can give tighter bounds for 

iterative mechanisms [5]. Privacy accounting should cover the full pipeline, including 

validation if it accesses private data, model selection, checkpoint selection, and any post-

training release that depends on private records. 

Post-processing is a useful property: transformations of an already differentially private output 

that do not access additional private data do not worsen its DP guarantee. However, using 

private validation data to select among multiple candidate models is not pure post-processing, 

because the selection step itself can reveal information unless it is separately protected or 

otherwise justified. 

III. RELATED WORK 

Dwork and Roth provide a broad treatment of the mathematical foundations and algorithmic 

techniques of differential privacy, including sensitivity, composition, and common mechanisms 

[1]. Dwork et al. developed early formal definitions and mechanisms for privacy-preserving 

statistical analysis [2]. These foundations enable guarantees that are independent of a particular 

attacker's auxiliary information, under the stated adjacency and mechanism assumptions. Abadi 

et al. brought DP into deep neural-network training through DP-SGD, combining gradient 

clipping, Gaussian perturbation, and moments-based privacy accounting [3]. This work made 

private deep learning more practical, but it also exposed the challenge of maintaining model 

utility when gradients are clipped and perturbed. Papernot et al. proposed PATE, where multiple 

teacher models trained on disjoint sensitive subsets vote on labels for a student model, with 

noise added to the aggregation process to limit information leakage [4]. 

Mironov introduced Rényi differential privacy as a framework that supports tighter analysis of 

iterative mechanisms and composition [5]. Shokri et al. demonstrated membership inference 

attacks against machine-learning models, showing that prediction behavior can reveal whether 

records were included in training [6]. These attacks motivate privacy evaluation beyond access-

control assumptions and demonstrate why high test accuracy alone is not a privacy guarantee. 

El Ouadrhiri and Abdelhadi survey DP approaches for deep and federated learning, 

emphasizing the variety of DP definitions, mechanisms, and unresolved utility challenges [7]. 

Recent survey work continues to explore the combination of DP with federated learning, 

cryptographic protections, and other privacy-enhancing technologies [8]. The present paper 

synthesizes these themes around a lifecycle-oriented framework rather than treating model 

training as the only relevant stage. 
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A. Identified Research Gap 

A practical gap remains between proving that a mechanism meets a privacy definition and 

demonstrating that an end-to-end application is acceptably useful, fair, and maintainable. 

Studies may report accuracy and ε but omit user-level adjacency, cumulative releases, subgroup 

metrics, attack baselines, or the cost of privacy accounting and hyperparameter tuning. This 

paper recommends a more complete evaluation that links formal guarantees with application 

outcomes and operational governance. 

 

IV. PROPOSED PRIVACY-PRESERVING ML FRAMEWORK 

 

Fig. 1. Proposed lifecycle framework for privacy-preserving machine learning using 

differential privacy. 

A. Data Governance and Minimization 

The first layer identifies the purpose of the model, lawful basis and consent requirements where 

applicable, the sensitive fields involved, retention limits, and the minimum data necessary. 

Identifiers should be removed or tokenized when they are not required for learning, and direct 

identifiers should not be used as model features without a clear justification. Data minimization 

reduces exposure but is not itself a formal DP guarantee. Dataset access should be logged and 

restricted using least privilege. 

B. Threat Modeling 

The design must state whether the adversary can query the final model, observe confidence 

scores or gradients, access intermediate checkpoints, collude with some federated clients, or 

use external information. Relevant attack classes include membership inference, attribute 

inference, model inversion, gradient reconstruction, and extraction of memorized examples. 
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The framework should define the protected unit—record, person, device, or institution—and 

select the adjacency relation before training. 

C. Private Training Engine 

For a DP-SGD pipeline, each training example contributes a gradient gᵢ. The clipped gradient 

is ḡᵢ = gᵢ · min(1, C / ||gᵢ||₂). The mechanism aggregates clipped gradients, adds Gaussian noise 

with a calibrated standard deviation related to the clipping bound and noise multiplier, 

normalizes as required by the implementation, and updates model parameters. The exact 

formula depends on batch sampling and implementation conventions; the code, library version, 

sampling scheme, and accountant should therefore be reported. Alternatives include perturbing 

sufficient statistics for linear or convex models, objective perturbation for selected optimization 

problems, private aggregation of predictions, and local DP when data contributors do not trust 

a central curator. Mechanism selection should follow the application and threat model, not 

convenience alone. 

D. Privacy Accountant and Budget Policy 

The accountant maintains a ledger of privacy expenditure for training, model selection, and 

releases. A policy sets a maximum privacy budget and blocks further private-data-dependent 

operations when the remaining budget is insufficient. The ledger records ε, δ, adjacency, 

sampling rate, number of steps, noise multiplier, clipping norm, and accountant 

implementation. Budget allocation should be planned before experimentation; otherwise, 

repeated tuning may consume the budget and invalidate the final guarantee. 

E. Utility, Fairness, and Robustness Evaluation 

A private model is evaluated using task metrics such as accuracy, F1, AUROC, calibration 

error, regression MAE/RMSE, or application-specific utility. Evaluation also includes 

subgroup metrics, performance on rare classes, robustness under distribution shift, training 

time, memory use, communication overhead, and attack-based privacy tests. The framework 

compares a non-private baseline, multiple privacy budgets, and at least one alternative private 

mechanism when feasible. 

F. Controlled Release and Monitoring 

Before release, a reviewer verifies the privacy report, model card, intended use, known 

limitations, subgroup behavior, and release history. Public prediction APIs should include rate 

limits and monitoring, though these controls do not replace DP. The system should version 

model artifacts and the privacy ledger. If the model is retrained, fine-tuned on private data, or 

repeatedly queried for private statistics, the additional privacy cost must be assessed. 

V. METHODS AND EVALUATION DESIGN 

A. Experimental Design: An empirical evaluation should examine how model utility changes 

with privacy budget, whether user-level protection is feasible for the selected task, how DP-
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SGD compares with PATE or private aggregation, and whether subgroup performance changes 

disproportionately. A useful study varies the noise multiplier, clipping norm, batch size, number 

of epochs, and model capacity while preserving a strict separation between training, validation, 

and test data. 

B. Dataset and Model Selection: Suitable evaluation tasks depend on the application. Public 

benchmark datasets 

Can support initial method development, while sensitive-domain evaluation should use 

approved datasets and documented access controls. The paper should report dataset size, 

feature types, class balance, missing-value treatment, train-validation-test split, and whether 

each split contains records from the same individuals. For user-level DP, all records from a 

person must be grouped appropriately to avoid an incorrect record-level claim. 

C. Baselines and Ablations: At minimum, compare: (B1) a non-private model trained under the 

same data and architecture; (B2) the proposed DP-SGD model under several privacy budgets; 

and (B3) a suitable alternative such as PATE or a private statistical model. Ablation experiments 

should test the influence of clipping, model size, training duration, and privacy-budget 

allocation. Report multiple random seeds when feasible and avoid selecting the best result from 

private validation data without accounting for that selection. 

D. Metrics and Reporting: Privacy reporting includes ε, δ, adjacency unit, accountant, sampling 

assumptions, number of steps, and total release count. Utility reporting includes task metrics 

and the absolute and relative gap from the non-private baseline. Operational reporting includes 

training time, peak memory, inference latency, and energy or cloud cost when measurable. 

Fairness reporting should include subgroup sample sizes and uncertainty intervals; a single 

overall score can conceal substantial harm to minority or underrepresented groups. 

E. Reproducibility and Validity: The experiment should publish code, configuration files, 

software versions, random seeds, and a complete privacy-accounting report whenever 

permitted. The DP guarantee depends on implementation correctness, not merely a paper's 

algorithm description. Threats to validity include non-representative benchmarks, small test 

sets, mismatched hyperparameter tuning, different compute budgets across baselines, and 

attacks that are too weak to reveal leakage. An empirical privacy audit complements but does 

not replace the mathematical guarantee. 

VI. RESULTS ANALYSIS 

This section reports a controlled simulation study that applies the evaluation protocol. All 

values are measured, but the data are synthetic; the results therefore demonstrate the behavior 

of the framework under known conditions and must not be read as evidence about any real 

population. 

A. Experimental Setup: A binary-classification benchmark was generated with scikit-learn 

(make_classification): 60 features, of which 15 are informative and 5 redundant, a 30% 
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positive-class rate, 3% label noise, and a 10% minority subgroup whose features are shifted 

and rescaled relative to the majority. Each run draws 1,500 training records, 10,000 test records, 

a disjoint public split of 1,500 records (used only for feature standardization and fixed-constant 

scaling, which are therefore treated as public information), and 1,500 held-out records used as 

non-members for the attack test. Every configuration was repeated over 20 random seeds (0–

19), each with a freshly generated dataset. Table I lists the configurations. The protected unit 

is a single training record. For DP-SGD, the privacy loss was computed with a Rényi-DP 

accountant for the Poisson-subsampled Gaussian mechanism (integer orders 2–128) and 

converted to (ε, δ)-DP; the noise multiplier was found by bisection so that the accounted ε 

equals the target (the check reproduced each target to within 10⁻¹²). Hyperparameters were 

fixed before the privacy sweep and were not tuned on private data, so no additional budget is 

consumed by model selection. The DP-SGD accountant is the author-implemented routine in 

the accompanying code and was not cross-checked against an external library; the output-

perturbation bound uses replace-one adjacency whereas the DP-SGD accountant uses 

add/remove-one adjacency, so ε values across the two mechanisms are comparable only 

approximately. 

Config Method Privacy 

parameters 

Key settings 

B1 Non-private logistic 

regression 

None 200 mini-batch SGD steps, batch 150, 

learning rate 0.5 

B2 DP-SGD (logistic 

regression) 

ε ∈ {0.5, 1, 2, 4, 

8}, δ = 10⁻⁵ 

Clip norm C = 1, Poisson sampling rate 

q = 0.1, T = 200 steps, noise multiplier 

calibrated per ε 

B3 Output perturbation 

(L2-regularized 

logistic regression) 

Same ε grid, δ = 

10⁻⁵ 

λ = 0.003, rows scaled to norm ≤ 1, 

Gaussian noise via the analytic 

Gaussian mechanism, sensitivity 2/(nλ) 

Contro

l 

Non-private, long 

training 

None 3,000 full-batch steps, learning rate 1.0, 

no regularization (overfitting control for 

the attack test) 

Table I. Experimental Configurations (Record-Level Dp; 20 Seeds Per Configuration). 
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B. Privacy-Utility Trade-Off 

Configuration ε Noise 

multiplier σ 

Accuracy (%) F1-score AUROC 

B1 Non-private — — 82.9 ± 1.5 0.698 0.871 

B2 DP-SGD 0.5 13.88 76.6 ± 1.4 0.611 0.802 

B2 DP-SGD 1 7.11 81.1 ± 1.4 0.664 0.847 

B2 DP-SGD 2 3.74 82.5 ± 1.4 0.683 0.861 

B2 DP-SGD 4 2.08 82.8 ± 1.5 0.687 0.865 

B2 DP-SGD 8 1.27 82.9 ± 1.5 0.688 0.866 

B3 Output 

perturbation 

0.5 — 53.1 ± 2.2 0.394 0.531 

B3 Output 

perturbation 

1 — 57.3 ± 2.2 0.429 0.582 

B3 Output 

perturbation 

2 — 63.5 ± 2.1 0.486 0.660 

B3 Output 

perturbation 

4 — 70.6 ± 1.9 0.559 0.744 

B3 Output 

perturbation 

8 — 75.3 ± 1.6 0.613 0.801 

Table II. Test Performance By Privacy Budget (Mean ± 95% Ci Across 20 Seeds, Δ = 10⁻⁵). 

Table II and Fig. 2 show the central result. DP-SGD preserves most of the baseline utility once 

ε reaches about 2: the paired accuracy gap to the non-private model is 0.4 ± 0.3 percentage 

points at ε = 2 and statistically indistinguishable from zero at ε = 4 and ε = 8. Utility degrades 

as the budget tightens, with a gap of 1.8 ± 0.5 points at ε = 1 and 6.3 ± 0.9 points at ε = 0.5, 

where the required noise multiplier (σ ≈ 13.9) is roughly eleven times that needed at ε = 8. F1 

and AUROC follow the same ordering, and in this run the relationship between ε and utility 

was monotonic in the mean, although individual seeds varied. The curve is flat at the generous 

end and steep at the strict end, which is the pattern a practitioner needs to see to choose an 
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operating point: here, ε ≈ 2 is a defensible choice if the requirement is near-baseline accuracy, 

whereas ε ≤ 1 carries a clear cost. 

 

Fig. 2. Test accuracy (a) and F1-score (b) versus privacy budget ε for DP-SGD and output 

perturbation; error bars show 95% confidence intervals over 20 seeds; the dashed line is the 

non-private baseline. 

C. Comparison of Mechanisms: Output perturbation, which provides a simple end-to-end 

guarantee for a convex model, is considerably less accurate at every budget. Its accuracy gap 

to the baseline is 29.8 ± 2.5 points at ε = 0.5 and still 7.6 ± 0.9 points at ε = 8; accuracy at ε = 

8 (75.3%) is about the level DP-SGD reaches at ε = 0.5 (76.6%), meaning that a sixteen-fold 

larger budget was needed. The main reason is that its noise is calibrated to the worst-case 

sensitivity 2/(nλ), which is large when n is only 1,500 and λ is small, whereas DP-SGD bounds 

each example’s influence directly through clipping and spreads noise over many iterations with 

tight Rényi accounting. This comparison is specific to the chosen regularization strength, which 

was fixed rather than tuned, and to the small training set; a larger λ or a larger n would narrow 

the gap, and the result should not be read as a general ranking. PATE, listed as a candidate 

alternative in Section V, was not implemented in this study. 

D. Subgroup Analysis: The expected disparate-impact effect did not materialize in this 

benchmark. The majority–minority accuracy difference stays within ±0.4 percentage points for 

every DP-SGD setting, with 95% intervals of about ±0.6–0.9 points, and the minority group 

degrades in step with the majority group (for example, minority F1 falls from 0.696 to 0.607 

at ε = 0.5, a drop similar to the overall F1 drop from 0.698 to 0.611). This null result is 

informative but limited: the minority group differs from the majority only by a mild covariate 

shift and shares the same labeling rule, so clipping and noise have no reason to treat it very 

differently. Larger group disparities should be expected for rarer groups, distinct decision 

boundaries, or heavily imbalanced classes, and a sample of about 150 minority training records 

yields wide intervals on minority F1 (about ±0.03). Subgroup reporting with sample sizes and 

uncertainty, as Section V requires, remains necessary precisely because this outcome cannot be 

assumed. 
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Configuration Majority accuracy 

(%) 

Minority accuracy 

(%) 

Minority F1-score 

B1 Non-private 82.9 ± 1.5 83.1 ± 1.5 0.696 

B2 DP-SGD, ε = 0.5 76.6 ± 1.4 77.0 ± 1.8 0.607 

B2 DP-SGD, ε = 1 81.0 ± 1.4 81.5 ± 1.5 0.662 

B2 DP-SGD, ε = 2 82.5 ± 1.4 82.7 ± 1.6 0.678 

B2 DP-SGD, ε = 4 82.8 ± 1.4 82.9 ± 1.6 0.679 

B2 DP-SGD, ε = 8 82.9 ± 1.4 83.0 ± 1.6 0.681 

Table III. Subgroup Performance Of Dp-Sgd (Mean ± 95% Ci Across 20 Seeds; Minority ≈ 

10% Of Records, ≈ 150 Training And ≈ 1,000 Test Examples). 

 

Fig. 3. Majority and minority subgroup accuracy for the non-private model and DP-SGD at 

each budget. 

E. Attack-Based Evaluation: A loss-threshold membership-inference attack was run against 

every model, following the attack family of Shokri et al. [6] in its simplest form: records with 

lower loss are predicted to be members. The attack was essentially at chance for all 

configurations, with AUC between 0.501 and 0.515 (95% intervals about ±0.005–0.006) and a 

true-positive rate at 1% false-positive rate of 0.010–0.012, compared with the 0.010 expected 

from random guessing. Crucially, the non-private baseline and even the deliberately overfit 

control also gave AUC ≈ 0.51, because a 61-parameter linear model trained on 1,500 records 

memorizes very little. The attack therefore cannot separate private from non-private models 

here, and the small differences among rows are within sampling error. This should not be taken 

as evidence that DP-SGD protected the data: the formal guarantee, not this test, is what supports 

the privacy claim, and the result mainly shows that low-capacity linear models face weak 

leakage under this particular attacker. Meaningful empirical audits require higher-capacity 
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models, stronger attacks such as shadow-model or likelihood-ratio tests, and canary-based 

memorization tests [12]. 

Configuration Membership-

inference AUC 

TPR at 1% 

FPR 

Training time 

(relative to B1) 

B1 Non-private 0.510 0.011 1.0× 

Non-private, long training 

(control) 

0.510 0.012 46.8× 

B2 DP-SGD, ε = 0.5 0.512 0.010 1.5× 

B2 DP-SGD, ε = 1 0.514 0.011 1.5× 

B2 DP-SGD, ε = 2 0.514 0.012 1.4× 

B2 DP-SGD, ε = 4 0.514 0.012 1.5× 

B2 DP-SGD, ε = 8 0.515 0.012 1.5× 

B3 Output perturbation, ε = 0.5 0.501 0.010 1.8× 

B3 Output perturbation, ε = 8 0.513 0.012 1.7× 

TABLE IV. Loss-Threshold Membership-Inference Results And Relative Training Time (Mean 

Over 20 Seeds; 1,500 Members And 1,500 Non-Members Per Seed). 

F. Efficiency and Deployment Cost: Output perturbation was 1.6–1.9× slower than B1 here 

because it trains a regularized model with a different, longer full-batch solver, so the ratio mixes 

mechanism and optimizer effects. The long-training control cost about 47× B1 and is shown 

only to calibrate the attack test. These ratios apply to a 61-parameter model; for deep networks, 

per-example gradients typically dominate memory and time, so the overhead in practice can be 

much larger and should be measured for each architecture and hardware platform. 



 

Rover Publications 

United International Journal of Engineering and Sciences 
(UIJES) 
An International Peer-Reviewed (Refereed)Engineering and Science Journal 
Impact Factor:8.075(SJIF) Vol-5, Issue- 1,2025     ISSN:2582-5887     www.uijes.com 

_________________________________________________________________________
_________ 

  

UIJES JOURNAL 61 

 

G. Interpretation and Validity: The results address the research questions as follows. For RQ1 

and RQ2, the privacy budget and the amount of noise relative to the training-set size dominate 

the trade-off: the same mechanism is nearly free at ε ≥ 2 and costly at ε ≤ 1, and choosing a 

mechanism whose sensitivity bound is tight (DP-SGD versus worst-case output perturbation) 

changed the accuracy at a fixed budget by more than 10 points in most of the sweep. For RQ4, 

the evaluation shows why several metrics are needed together: accuracy alone would not have 

revealed the F1 and AUROC losses at strict budgets, the subgroup table was necessary to 

establish that no group-specific harm appeared, and the attack test was necessary to show that 

it was uninformative. RQ3 (federated learning and deep networks) was not tested and remains 

for future work. 

Several threats to validity apply. The data are synthetic, the model is linear, small, so absolute 

numbers will differ on real tasks, and on deep networks; the noise-to-signal ratio in particular 

depends strongly on the training-set size and the number of parameters. Only one 

hyperparameter setting per mechanism was used, so the comparison between mechanisms is 

not an optimized one. Preprocessing statistics were taken from a public split, which assumes 

such data exist. The accountant is the author’s own implementation, and the privacy guarantee 

is therefore conditional on its correctness; the result should be re-verified with an independently 

maintained library before publication. The confidence intervals reflect variation across 20 

independently generated datasets and do not capture uncertainty about model misspecification. 

Taken together, the study supports the paper’s central claim in a limited sense: reporting ε, δ, 

the protected unit, the accountant, subgroup metrics, attack results, and overhead side by side 

makes the privacy choices inspectable, but it does not show that any particular ε is appropriate 

for a real deployment. 
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VII. CHALLENGES AND LIMITATIONS 

A. Privacy-Utility Trade-Off: Noise and clipping can reduce the signal available for learning, 

particularly in high-dimensional models, small datasets, and tasks where rare examples carry 

important information. Utility degradation can be reduced through better architectures, public 

pretraining, transfer learning, careful clipping, and improved accounting, but each intervention 

must preserve the intended guarantee. Pretraining on public data can help, provided the 

public/private boundary is genuine and later private fine-tuning is accounted for. 

B. Privacy Budget Selection and Composition: There is no universally correct ε threshold for 

every application. A budget appropriate for one-time aggregate statistics may not be 

appropriate for repeated model releases or user-level protection. Composition across repeated 

experiments and product updates can consume privacy budget unexpectedly. Organizations 

need a release inventory and a governance process that tracks every private-data-dependent 

operation. 

C. Hyperparameter Tuning: Tuning can involve many evaluations of private validation data, 

creating privacy loss beyond the final training run. Reusing the same private validation set for 

many experiments can undermine the claimed end-to-end guarantee if these queries are not 

accounted for. Possible mitigations include public validation data, private hyperparameter 

selection, limited search, or a pre-registered experimental plan. 

D. Fairness and Representation: DP can affect subgroups differently because clipping and noise 

interact with gradient distributions, group sizes, and class imbalance. Underrepresented groups 

may suffer a larger reduction in utility. Fairness-aware sampling or group-specific objectives 

may help but can themselves require private statistics or introduce other trade-offs. A 

responsible evaluation reports both aggregate and subgroup performance with uncertainty. 

E. Distributed and Federated Settings: Federated learning keeps raw data on participating 

devices or institutions, but model updates can leak information. Central DP adds noise to 

aggregated updates under a trust assumption that the aggregator can access them; local DP adds 

noise before data reaches the aggregator and generally incurs a larger utility penalty. Secure 

aggregation can hide individual updates from the server, while DP limits information in the 

final aggregate. These methods address different threat surfaces and may be combined. 

F. Privacy Is Not a Complete Security Solution: Differential privacy does not prevent data 

poisoning, model theft, denial of service, unauthorized access, or every form of inference. It 

also does not make the collection of sensitive data automatically lawful or ethically justified. 

DP should be combined with secure engineering, governance, access control, encryption, 

incident response, and data-protection review. 

G. Interpretability and Communication: Privacy guarantees are mathematically precise but 

can be difficult for product teams and the public to interpret. Communicating ε without 

explaining the protected unit, composition, and practical consequences can create false 
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confidence. Privacy reports should describe the mechanism and assumptions in accessible 

language and distinguish formal guarantees from empirical attack tests. 

VIII. EMERGING APPLICATIONS 

A. Healthcare and Biomedical Research: Hospitals and research organizations may wish to 

learn disease-risk models across institutions without pooling identifiable patient records. DP 

can reduce the contribution of any one patient or, under a suitable client-level design, any one 

participating institution. The protected unit must match the clinical question, and performance 

should be examined across age groups, conditions, and underrepresented populations. Privacy 

does not replace clinical validation, regulatory review, or informed governance. 

B. Federated Learning Across Organizations: Banks, hospitals, telecom providers, and 

industrial organizations often hold data that cannot be centrally transferred. Federated learning 

can coordinate training while keeping data local; DP can further limit the information released 

through gradients or model updates. Emerging work explores client-level DP, secure 

aggregation, asynchronous training, and communication-efficient mechanisms. Key challenges 

include client heterogeneity, uneven participation, and the utility cost of protecting entire 

clients rather than individual records. 
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C. Mobile and Edge Analytics: Mobile keyboards, wearable devices, and edge systems can 

learn aggregate usage patterns while limiting the contribution of individual devices. Local DP 

is relevant when the service provider should not observe raw values, although its noise can be 

substantial for high-dimensional or low-frequency signals. Practical designs must account for 

repeated reports over time, device participation, and the privacy budget consumed by ongoing 

collection. 

D. Generative AI and Language Models: Generative models can memorize rare training 

examples and reproduce sensitive text. DP training and private fine-tuning can limit the 

influence of individual examples, while output filtering and access controls provide additional 

safeguards. Large-scale DP training remains computationally expensive, and privacy may be 

difficult to achieve at useful utility for small or highly specialized datasets. Evaluation should 

include extraction attempts, memorization tests, privacy accounting, and utility across relevant 

tasks. 

E. Public Statistics and Synthetic Data: Governments and research organizations release 

statistics to support policy analysis and scientific discovery. DP can provide formal bounds on 

the effect of one person's data on released counts, histograms, or trained synthetic-data 

generators. However, synthetic data is not automatically private: a generator must be trained 

and released under a valid privacy mechanism if formal DP is claimed. Utility should be 

assessed for downstream analyses, not merely visual similarity. 

F. Finance, Fraud Detection, and Cybersecurity: Financial institutions may seek shared fraud-

detection models without disclosing customer-level transactions. DP can reduce leakage from 

training records, but excessive noise may weaken detection of rare fraud patterns. Security 

applications must balance false negatives, false positives, privacy, and fairness. Privacy 

budgets and data retention should be integrated into the model risk-management process. 

IX. FUTURE SCOPE 

First, more efficient private optimization is needed for large foundation models, especially 

where training data are domain-specific and scarce. Second, user-level DP and client-level DP 

need better utility for settings where one participant contributes many correlated records. Third, 

privacy accounting should become easier to audit across model training, retrieval, fine-tuning, 

and repeated releases. Fourth, evaluation methods should include subgroup utility and 

distribution-shift robustness by design. Fifth, hybrid approaches combining DP with secure 

aggregation, trusted execution environments, and cryptographic computation may improve 

protection across multiple threat surfaces, although added complexity and overhead must be 

measured. 

A further direction is privacy-aware data and model governance. Systems could expose a 

machine-readable privacy card describing adjacency, ε, δ, accountant version, sampling 

assumptions, release history, known limitations, and intended uses. Finally, researchers should 
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investigate how to communicate the difference between a formal worst-case guarantee and 

empirical attack resistance without overstating what DP provides. 

X. CONCLUSION 

Differential privacy provides a rigorous framework for limiting the influence of individual 

records or users on machine-learning outputs. Its practical use requires more than adding 

random noise: the protected unit, adjacency definition, privacy budget, accounting method, 

training pipeline, and release history must all be specified correctly. This paper proposed a 

lifecycle framework that combines data minimization, threat modeling, private optimization, 

privacy accounting, utility and fairness evaluation, and controlled release. It reviewed DP-

SGD, private aggregation, federated learning, and emerging applications in healthcare, mobile 

analytics, generative AI, public statistics, and finance. 

The principal conclusion is that privacy, predictive utility, fairness, and computational cost 

should be assessed together. The simulation in Section VI showed near-baseline accuracy for 

DP-SGD at ε ≥ 2 and a 6.3-point accuracy loss at ε = 0.5, but it used synthetic data and a small 

linear model, so it demonstrates the evaluation method rather than providing evidence about 

real populations. Future empirical work should evaluate the framework using reproducible 

benchmarks, correctly accounted privacy budgets, strong attack baselines, subgroup analysis, 

and transparent reporting. With these controls, differential privacy can serve as a measurable 

component of responsible machine learning rather than a vague promise of anonymization. 

REFERENCES 

[1] C. Dwork and A. Roth, The Algorithmic Foundations of Differential Privacy. Hanover, MA, 

USA: Now Publishers, 2014. 

[2] C. Dwork, F. McSherry, K. Nissim, and A. Smith, “Calibrating noise to sensitivity in private 

data analysis,” in Theory of Cryptography Conference (TCC), 2006, pp. 265–284. 

[3] M. Abadi, A. Chu, I. Goodfellow, H. B. McMahan, I. Mironov, K. Talwar, and L. Zhang, 

“Deep learning with differential privacy,” in Proc. ACM SIGSAC Conf. Computer and 

Communications Security (CCS), 2016, pp. 308–318. 

[4] N. Papernot, M. Abadi, Ú. Erlingsson, I. Goodfellow, and K. Talwar, “Semi-supervised 

knowledge transfer for deep learning from private training data,” in Proc. Int. Conf. Learning 

Representations (ICLR), 2017. 

[5] I. Mironov, “Rényi differential privacy,” in Proc. IEEE Computer Security Foundations 

Symposium (CSF), 2017, pp. 263–275. 

[6] R. Shokri, M. Stronati, C. Song, and V. Shmatikov, “Membership inference attacks against 

machine learning models,” in Proc. IEEE Symposium on Security and Privacy, 2017, pp. 3–

18. 



 

Rover Publications 

United International Journal of Engineering and Sciences 
(UIJES) 
An International Peer-Reviewed (Refereed)Engineering and Science Journal 
Impact Factor:8.075(SJIF) Vol-5, Issue- 1,2025     ISSN:2582-5887     www.uijes.com 

_________________________________________________________________________
_________ 

  

UIJES JOURNAL 66 

 

[7] A. El Ouadrhiri and A. Abdelhadi, “Differential privacy for deep and federated learning: A 

survey,” IEEE Access, vol. 10, pp. 22359–22380, 2022, doi: 

10.1109/ACCESS.2022.3151670. 

[8] “A survey of differential privacy techniques for federated learning,” IEEE Access, vol. 13, 

pp. 6539–6555, 2025, doi: 10.1109/ACCESS.2024.3523909. 

[9] Z. Ji, Z. C. Lipton, and C. Elkan, “Differential privacy and machine learning: A survey and 

review,” arXiv:1412.7584, 2014. 

[10] K. Pan, Y.-S. Ong, M. Gong, H. Li, A. K. Qin, and Y. Gao, “Differential privacy in deep 

learning: A literature survey,” Neurocomputing, vol. 589, art. 127663, 2024, doi: 

10.1016/j.neucom.2024.127663. 

[11] A. D. Thakurta et al., “Differentially private learning of linear models,” in Proc. Int. Conf. 

Machine Learning (ICML), 2013. 

[12] N. Carlini et al., “The secret sharer: Evaluating and testing unintended memorization in 

neural networks,” in Proc. USENIX Security Symposium, 2019, pp. 267–284. 

 


	A Study on Privacy-Preserving Machine Learning Using Differential Privacy: Challenges and Emerging Applications
	Article Received:15-01-2025 Article Modified:18-02-2025
	Article Accepted:25-02-2025 Article Published:26-02-2025
	DOI:10.37854/UIJMR.2025.1.01.66
	Abstract
	I. INTRODUCTION
	A. Objectives

	II. BACKGROUND
	A. Differential Privacy Definition
	B. Sensitivity and Noise Mechanisms
	C. Composition and Privacy Accounting

	III. RELATED WORK
	A. Identified Research Gap
	A. Data Governance and Minimization
	B. Threat Modeling
	C. Private Training Engine
	D. Privacy Accountant and Budget Policy
	E. Utility, Fairness, and Robustness Evaluation
	F. Controlled Release and Monitoring
	C. Baselines and Ablations: At minimum, compare: (B1) a non-private model trained under the same data and architecture; (B2) the proposed DP-SGD model under several privacy budgets; and (B3) a suitable alternative such as PATE or a private statistical...
	D. Metrics and Reporting: Privacy reporting includes ε, δ, adjacency unit, accountant, sampling assumptions, number of steps, and total release count. Utility reporting includes task metrics and the absolute and relative gap from the non-private basel...
	E. Reproducibility and Validity: The experiment should publish code, configuration files, software versions, random seeds, and a complete privacy-accounting report whenever permitted. The DP guarantee depends on implementation correctness, not merely ...

	VI. RESULTS ANALYSIS
	B. Privacy-Utility Trade-Off
	C. Comparison of Mechanisms: Output perturbation, which provides a simple end-to-end guarantee for a convex model, is considerably less accurate at every budget. Its accuracy gap to the baseline is 29.8 ± 2.5 points at ε = 0.5 and still 7.6 ± 0.9 poin...
	G. Interpretation and Validity: The results address the research questions as follows. For RQ1 and RQ2, the privacy budget and the amount of noise relative to the training-set size dominate the trade-off: the same mechanism is nearly free at ε ≥ 2 and...

	VII. CHALLENGES AND LIMITATIONS
	A. Privacy-Utility Trade-Off: Noise and clipping can reduce the signal available for learning, particularly in high-dimensional models, small datasets, and tasks where rare examples carry important information. Utility degradation can be reduced throu...
	B. Privacy Budget Selection and Composition: There is no universally correct ε threshold for every application. A budget appropriate for one-time aggregate statistics may not be appropriate for repeated model releases or user-level protection. Composi...
	C. Hyperparameter Tuning: Tuning can involve many evaluations of private validation data, creating privacy loss beyond the final training run. Reusing the same private validation set for many experiments can undermine the claimed end-to-end guarantee ...
	D. Fairness and Representation: DP can affect subgroups differently because clipping and noise interact with gradient distributions, group sizes, and class imbalance. Underrepresented groups may suffer a larger reduction in utility. Fairness-aware sam...
	E. Distributed and Federated Settings: Federated learning keeps raw data on participating devices or institutions, but model updates can leak information. Central DP adds noise to aggregated updates under a trust assumption that the aggregator can acc...
	C. Mobile and Edge Analytics: Mobile keyboards, wearable devices, and edge systems can learn aggregate usage patterns while limiting the contribution of individual devices. Local DP is relevant when the service provider should not observe raw values, ...
	D. Generative AI and Language Models: Generative models can memorize rare training examples and reproduce sensitive text. DP training and private fine-tuning can limit the influence of individual examples, while output filtering and access controls pr...
	E. Public Statistics and Synthetic Data: Governments and research organizations release statistics to support policy analysis and scientific discovery. DP can provide formal bounds on the effect of one person's data on released counts, histograms, or ...
	F. Finance, Fraud Detection, and Cybersecurity: Financial institutions may seek shared fraud-detection models without disclosing customer-level transactions. DP can reduce leakage from training records, but excessive noise may weaken detection of rare...

	IX. FUTURE SCOPE
	X. CONCLUSION
	REFERENCES

