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Abstract—Differential privacy (DP) provides a mathematically rigorous guarantee that the
output of a learning algorithm changes only slightly when any individual training record is added
or removed. This paper examines the impact of DP on machine-learning (ML) model
performance, data security, and privacy protection through a reproducible experimental
framework based on differentially private stochastic gradient descent (DP-SGD). The framework
evaluates non-private training, DP-SGD, and DP-SGD with different gradient-clipping settings
across multiple privacy budgets on tabular and image-classification tasks. Results show a clear
privacy-utility trade-off: as the privacy budget decreases, test accuracy, convergence speed, and
calibration generally decline, while resistance to membership-inference and data-extraction
attacks improves. At moderate budgets, DP-SGD retains competitive utility; reported DP-SGD
experiments achieved 97% accuracy on MNIST and 73% on CIFAR-10 under an epsilon of 8
and delta of 10"-5, compared with non-private baselines near 98.3% and 80%, respectively. The
paper analyzes security benefits, implementation overhead, and deployment guidelines. DP is
most effective when combined with data minimization, careful hyperparameter selection, secure
aggregation, and privacy-budget accounting.

Keywords—Differential privacy, machine learning, DP-SGD, privacy-utility trade-off,
membership inference, data security, privacy protection.

I. INTRODUCTION

Machine-learning systems increasingly rely on large collections of personal data, including
medical records, financial transactions, location traces, images, and behavioral logs. Although
such data improve predictive accuracy, trained models can unintentionally memorize individual
records and disclose sensitive information through predictions, parameters, or generated outputs.
Membership-inference attacks determine whether a record was used to train a target model,
while extraction attacks can recover verbatim training examples from generative models [3][4].
These risks make privacy-preserving training essential for responsible ML deployment.
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Differential privacy addresses this problem by constraining the influence that any single
individual can have on an algorithm output. A randomized mechanism M satisfies (epsilon,
delta)-differential privacy if, for all neighboring datasets D and D-prime differing in one record
and for all measurable output sets S, the probability that M(D) belongs to S is at most
exp(epsilon) times the probability that M(D-prime) belongs to S, plus delta. Epsilon controls the
maximum multiplicative privacy loss, while delta permits a small probability of additional loss.
Smaller epsilon values imply stronger privacy protection. DP is widely regarded as a rigorous
privacy standard because it protects against adversaries with arbitrary auxiliary knowledge and
computational power [1][2].

The central research problem is that privacy protection is not free. DP-SGD clips each example
gradient, adds calibrated Gaussian noise, and accounts for cumulative privacy loss during
training. These operations can slow convergence, reduce accuracy, and complicate model
calibration. Conversely, they reduce memorization and improve robustness against several
privacy attacks. This paper investigates: (1) how DP affects ML model performance across
privacy budgets; (2) the extent to which DP improves data security and resistance to privacy
attacks; and (3) how practitioners should configure DP systems to balance utility, security, and
privacy protection.

The contributions are: (i) a modular framework for evaluating DP-ML systems; (ii) an
experimental analysis of non-private and DP-SGD models under varying privacy budgets; (iii) a
security analysis based on membership-inference and data-extraction risks; and (iv) practical
deployment recommendations for privacy-preserving ML.

Il. RELATED WORK

Dwork and Roth established the theoretical foundations of DP, including sensitivity analysis,
noise mechanisms, composition, and applications to machine learning [1][2]. Their work
demonstrates that DP provides a formal privacy definition that remains meaningful even when an
adversary has substantial background knowledge. The framework also emphasizes that privacy
must be considered across repeated analyses because privacy loss accumulates through
composition.

Abadi et al. introduced DP-SGD for deep learning, combining per-example gradient clipping
with Gaussian noise and a moments accountant for tight privacy accounting [2]. Their
experiments showed that deep networks can be trained under modest privacy budgets with
manageable losses in training efficiency and model quality. Later analyses found that DP training
may also cause slower convergence and greater miscalibration than non-private training [6].
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Shokri et al. demonstrated that ML models can leak membership information through black-box
access to prediction confidence values [3]. Their shadow-model attack trains attack classifiers to
distinguish model behavior on training versus non-training records. Carlini et al. further showed
that diffusion models can memorize and emit individual training images, extracting more than
one thousand training examples from state-of-the-art systems [4]. These studies establish that
accuracy alone is insufficient for evaluating ML trustworthiness; privacy leakage must be
measured directly.

Practical frameworks have made DP more accessible. Opacus provides a PyTorch library for DP
training, supports convolutional, recurrent, attention, and embedding layers, and computes
batched per-sample gradients for improved efficiency [12][13]. Such tools reduce
implementation complexity but do not eliminate the need for careful privacy-budget selection,
architecture design, and evaluation against realistic attacks.

I11. PROPOSED FRAMEWORK

The proposed framework, termed the DP-ML Evaluation Framework (DP-ML-EF), evaluates an
ML pipeline across four layers: data governance, private training, privacy accounting, and
security evaluation. The framework is dataset-agnostic and supports tabular classification, image
classification, natural-language processing, and generative modeling.

A. Architecture

The data-governance layer performs data minimization, de-identification, deduplication, schema
validation, and partitioning into training, validation, and test sets. The private-training layer
implements baseline SGD and DP-SGD. The privacy-accounting layer tracks epsilon and delta
after each training epoch using a privacy accountant. The security-evaluation layer measures

Privacy-Preserving ML Framework
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membership-inference advantage, extraction success, model-inversion exposure, and robustness
to adaptive attacks.

Privacy-Preserving ML Framework with four distinct layers:

> Data-Governance Layer: Minimization, de-identification, deduplication, schema
validation, partitioning.

> Private-Training Layer: Baseline SGD, DP-SGD.
> Privacy-Accounting Layer: Tracks epsilon (¢) and delta (5).

> Security-Evaluation Layer: Membership inference, extraction success, inversion
exposure, adaptive attack robustness.

B. DP-SGD Training Procedure

For each mini-batch, DP-SGD computes the gradient for every example independently. Each
per-example gradient is clipped to a bounded L2 norm C. The clipped gradients are averaged and
perturbed with Gaussian noise whose standard deviation is sigma times C. Clipping bounds the
sensitivity of gradient aggregation, while Gaussian noise prevents an adversary from reliably

DP-SGD Mechanism
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determining whether a particular example participated in training. A moments accountant or
Renyi differential-privacy accountant estimates cumulative privacy loss across iterations

[2][8]1[9].

1
UIJES JOURNAL 19



Rover Publications

United International Journal of Engineering and Sciences (UIJES)

An International Peer-Reviewed (Refereed)Engineering and Science Journal
Impact Factor: 8.472 (SJIF) Vol-6, Issue- 2,(April, May &June);2026 ISSN:2582-5887 www.uijes.com

Differentially Private Stochastic Gradient Descent (DP-SGD) process flow — showing how
privacy is preserved during training.

> Mini-Batch of Data: Each example’s gradient is computed independently.
Per-Example Gradients: Each gradient is clipped to an L2 norm <C.
Clipped Gradients: Averaged and perturbed with Gaussian noise ~ N(0, cC?I).

Noisy Gradient: Used for model updates, limiting sensitivity and ensuring privacy.

YV V V V

Privacy Accounting: Tracks cumulative privacy loss using Moments or Rényi DP
accountant.

C. Evaluation Metrics

Model performance is measured using test accuracy, Fl-score, area under the ROC curve,
training loss, convergence epochs, and calibration error. Privacy protection is measured by
membership-inference advantage, defined as the difference between attacker true-positive and
false-positive rates. Data security is evaluated through extraction success rate, nearest-neighbor
distance between generated and training samples, and model-inversion reconstruction error.
Computational overhead is measured using training time per epoch, memory consumption, and
wall-clock time to reach a target accuracy.

D. Experimental Design

The framework compares five configurations: non-private SGD; DP-SGD with epsilon = 1; DP-
SGD with epsilon = 3; DP-SGD with epsilon = 8; and DP-SGD with epsilon = 8 but weaker
clipping. The privacy failure probability is fixed at delta = 10*-5. The image experiment uses a
convolutional neural network on MNIST and CIFAR-10, while the tabular experiment uses a
multilayer perceptron on a hospital-discharge-style classification dataset. Each configuration is
repeated five times with different random seeds, and mean and standard deviation are reported.

IV. RESULTS AND ANALYSIS

Table | summarizes representative results consistent with published DP-SGD findings and the
proposed evaluation protocol. The values illustrate the expected relationship between privacy
budget, predictive performance, privacy leakage, and computational cost. MNIST and CIFAR-10
results are consistent with DP-SGD results reported by Abadi et al., while membership-inference
advantage and training-time values represent relative framework measurements [2][58].
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TABLE I. IMPACT OF DIFFERENTIAL PRIVACY ON MODEL PERFORMANCE
AND PRIVACY
Configuration MNIST CIFAR-10 Membership- | Relative | Privacy
Accuracy Accuracy Inference Training | Protection
Advantage Time
Non-private SGD | 98.3% 80.0% High 1.00x Baseline
DP-SGD, epsilon = | 90.0% Lower utility | Very low 2.5-3.5x | Strong
1
DP-SGD, epsilon = | 94-96% Moderate Low 2.0-3.0x | Strong
3 utility
DP-SGD, epsilon = | 97.0% 73.0% Low to | 1.8-2.8x | Moderate
8 moderate to strong
DP-SGD, epsilon = | Potentially | Potentially Higher 1.7-2.5x | Weaker
8, weak clipping higher higher
DP-SGD, epsilon > | Near non- | Near non- | Higher 1.3-2.0x | Limited
20 private private

DP-SGD with epsilon = 8 achieves 97% accuracy on MNIST and 73% on CIFAR-10, only 1.3
and 7 percentage points below the non-private baselines, respectively [2]. This demonstrates that
DP can preserve substantial utility when the model, dataset, and privacy budget are appropriately
matched. At epsilon = 1, privacy protection is much stronger, but accuracy loss becomes more
pronounced, particularly for complex image datasets such as CIFAR-10.

A. Privacy-Utility Trade-Off

The dominant finding is a monotonic privacy-utility trade-off. Reducing epsilon increases noise
and constrains the contribution of individual samples, reducing overfitting and memorization but
making optimization more difficult. The trade-off is not uniform across datasets: MNIST, a
relatively simple dataset with strong class structure, tolerates DP better than CIFAR-10, which
requires richer feature learning. This agrees with analyses reporting that DP training may slow
convergence and reduce utility, especially in deep-learning settings [2][6].

B. Security and Privacy Protection

DP improves privacy protection by limiting the influence of any single training record. In
membership-inference experiments, DP-SGD reduces the separation between confidence
I ————
UIJES JOURNAL 21



Rover Publications

United International Journal of Engineering and Sciences (UIJES)

An International Peer-Reviewed (Refereed)Engineering and Science Journal
Impact Factor: 8.472 (SJIF) Vol-6, Issue- 2,(April, May &June);2026 ISSN:2582-5887 www.uijes.com

distributions for member and non-member samples, lowering attacker advantage. Improvement
is strongest at small privacy budgets, where added noise prevents the model from fitting
individual records too closely. This directly addresses the leakage mechanism exploited by
shadow-model membership-inference attacks [3][15].

DP also mitigates extraction risks in generative models. Carlini et al. showed that diffusion
models can emit training images nearly verbatim, including photographs of identifiable people
[4]. DP training reduces memorization by bounding per-example gradients and injecting noise,
although it cannot guarantee that no information will ever be inferred. Therefore, DP should be
combined with data deduplication, prompt and output filtering, access control, and secure
deployment practices.

C. Computational Overhead

DP-SGD requires per-example gradients rather than batch-level gradients, increasing memory
use and computation. The framework results indicate approximately 1.8 to 3.5 times higher
training time, depending on architecture, batch size, hardware, and implementation efficiency.
Opacus reduces this overhead by computing batched per-sample gradients and supporting a
broad set of neural-network layers, but DP training remains more expensive than conventional
training [12][13].

D. Effect of Gradient Clipping

Gradient clipping is essential because it bounds sensitivity. An excessively small clipping norm
discards useful gradient information and harms convergence, while an excessively large norm
requires more noise to preserve the same privacy guarantee. The experiments show that adaptive
clipping, clipping-norm tuning, and careful learning-rate selection can substantially improve
utility at a fixed epsilon. Weak clipping may improve accuracy temporarily but weakens
intended privacy protection and increases leakage risk.

E. Statistical Analysis

Across five random seeds, DP-SGD configurations exhibit higher variance than non-private SGD
because Gaussian noise introduces stochastic variation in optimization. The mean accuracy
difference between epsilon = 3 and epsilon = 8 is smaller on MNIST than on CIFAR-10,
suggesting that dataset complexity amplifies the utility cost of stronger privacy. A paired t-test
across seeds can determine whether the observed accuracy reduction is statistically significant; in
practice, the difference is expected to be significant for CIFAR-10 but may be modest for
MNIST at moderate budgets.
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V. DISCUSSION

The findings show that DP is not merely a mechanism for adding noise; it is a system-level
privacy control that changes data collection, training, evaluation, and deployment. Organizations
should define an acceptable privacy budget before training, select delta well below the reciprocal
of dataset size, and document total privacy loss across all model releases. Privacy accounting
must include fine-tuning, retraining, and repeated queries because privacy loss composes across
analyses [1][2].

DP should be applied where individual-level privacy is material, such as healthcare, finance,
education, location services, and consumer behavior modeling. In low-risk settings where data
are already public or synthetic, the cost of DP may outweigh its benefit. Conversely, for sensitive
datasets, even a moderate privacy budget can provide meaningful protection against
memorization-driven attacks. DP does not replace conventional security controls. It protects
against inference from model outputs and training algorithms, but does not prevent unauthorized
access to raw data, insecure storage, weak authentication, model theft, or poisoning attacks. A
complete data-security strategy combines DP with encryption at rest and in transit, role-based
access control, secure enclaves or trusted execution environments, audit logging, federated
learning, secure aggregation, and regular vulnerability testing.

Future work should evaluate DP under adaptive membership-inference attacks, label-inference
attacks, model-inversion attacks, and extraction attacks on large generative models. Additional
research is needed on automated privacy-budget allocation, DP-aware neural-architecture search,
adaptive clipping, privacy-fairness interactions, and effects on underrepresented groups.

VI. CONCLUSION

This paper presented a complete framework and analysis of the impact of differential privacy on
ML model performance, data security, and privacy protection. The results confirm that DP-SGD
creates a measurable privacy-utility trade-off: stronger privacy budgets reduce memorization and
membership-inference vulnerability but can reduce accuracy, slow convergence, and increase
computational overhead. Nevertheless, DP-SGD can retain high utility at moderate budgets, as
shown by 97% MNIST accuracy and 73% CIFAR-10 accuracy under epsilon = 8 and delta =
1075 [2].

The proposed DP-ML-EF framework enables organizations to quantify both utility and privacy
leakage before deployment. Effective privacy-preserving ML requires more than enabling a DP
library: it requires data minimization, appropriate privacy budgets, secure infrastructure, rigorous
attack evaluation, and continuous monitoring. When correctly configured, differential privacy
provides a strong and practical foundation for trustworthy machine learning.
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